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ABSTRACT

As part of its research on improving the effectiveness of DOE information exhibits, Management Systems
Laboratories (MSL) is reviewing current concepts and methodologies for assessing and communicating risk

issues to the public.

There are three types of what is commonly called risk: 1) ordinary risk, such as the chance a turbine will
fail; 2) behavioral risk, such as the chance a smoker will get lung cancer; and 3) uncertainty, such as the chance
of an unforeseen effect of low-level radiation on the molecular structure of a particular containment structure
after a thousand years. Each type requires different analytical tools. This paper is a brief survey of some of
the tools particularly adaptable to risk communications.

In communicating risk, it is important for authorities to add information about the risk assessment
approach and its inherent scientific uncertainties. Presenting the benefits as well as the risks also can help the
audience balance the issues involved in making decisions about technological risk.

INTRODUCTION

The odds of winning a lottery are about one in 10 million,
but many people buy tickets. The odds of being injured in an
automobile accident are about 50% over one’s lifetime, yet
many motorists do not consistently wear seat belts. The like-
lihood of properly disposed nuclear wastes creating environ-
mental or health problems are many times less than that
incurred during temporary storage of wastes above ground,
yet the public insists on zero risk, which may place unrealistic
constraints on responsible waste management,

In general, public perceptions of risk are not founded on
ascientific understanding of risk and uncertainty. Because the
public as well as the media are not trained in mathematical
tools, they both lack an objective framework to understand
risk. Thus public opinion is vulnerable to being molded by
sensationalistic and one-sided media portrayals exaggerating
the risks associated with the nuclear industry (1). These por-
trayals help sell newspapers, magazines, and movies, but un-
fortunately create an environment of public hysteria
surrounding the nuclear industry and suspicion of any pro-
gram or spokesperson that could be construed to be "pro-nu-
clear."

Against this background of negative public opinion, waste
managers must work with stakeholders to find ways to coop-
eratively address waste treatment, storage, and disposal is-
sues, while addressing an ever-increasing regulatory burden.
Some of these regulations and agreements may even be in
conflict with each other. The more stringent reporting re-
quirements and the proliferation of regulations are increasing
the difficulty of finding feasible solutions to waste manage-
ment problems. This is increasing the life cycle cost of waste
storage sites.

Managers can improve their risk communication abilities
by understanding scientific approaches to risk assessment and
analysis. Informing the public about these approaches, and
presenting the benefits as well as the risks involved in a
proposed course of action, are ways managers can involve the
public in the realistic management of technological risks as-
sociated with waste management.

RISK PARADOXES

Somewhere in space right now, rushing our way at 50,000
miles per hour, is a large chunk of rock, leftover from the
formation of our solar system, on its way to a rendezvous with
Earth and doomsday. This is the fear which is driving many in
NASA and our defense establishment to propose a multi-bil-
lion dollar "star wars" - type solution to what is not even a
quantifiable risk, but an unsolvable deterministic problem.

This problem is known in physics as the three body prob-
lem (2). There is a great deal of uncertainty as to what effect
a collision or near miss with an asteroid might have. Depend-
ing on the interaction of several extremely precise vanablcs,
the result of intervention could be that the asteroid is safely
deflected, an asteroid that would have missed collides with us,
or that the Earth is knocked out of its orbit. Due to the
uncertainty of this interaction, a space shield could be more
dangerous than simply taking our chances with a cosmic
collision (status quo option). These types of problems have
become popularized under the term chaos (3), or more prop-
erly, mathematical chaos (4).

Even computer weather modeling has obvious limits to its
accuracy. Ask anyone who has carried an unnecessary um-
brella all day or wrung out his clothes in an airport terminal
rest room when caught in an unexpected downpour. The
problem with forecasting the weather is that uncertainty
(chaos) can creep in to spoil the prediction. This is the public’s
most common encounter with uncertainty or what is known as

chaotic systems (5).

UNCERTAINTY

Uncertainty of the type illustrated in the above examples
can have one of two possible causes. The first cause is that the
mathematical formulas which generate the forecast might
represent a chaotic system. The impact of this is that a small
numeric error can be greatly exaggerated as the solutions are
iterated over time. Since such models can be solved only by
computer approximation, they may appear to be random and
unpredictable. The second cause is the simple lack of
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knowledge of the risk. Uncertainty from either of these causes
is indistinguishable from the other.

When considering possible courses of action, risk manag-
ers must consider the status quo alternative. A case in point
is the leaking HLW storage tanks at Hanford. At least one
scientist (1) argues that no detrimental health effects can be
expected from the leaking tanks, either now or in the future.
All of the significant radioactive materials are absorbed in the
soil within a few feet of the tank and the tank is more than 100
feet above the water table. Some radioactivity may be ex-
pected to eventually reach the water table after several hun-
dred years. Only then can it move horizontally, toward the
Columbia River, about 10 miles away. Best estimates of
groundwater flow rates indicate 800 years would be required
to cover that distance. The only significant radioactive mate-
rial that would be left after that time would be a small amount
of plutonium remaining after the filtration action of miles of
travel through rock. Although plutonium, if inhaled, is one of
the most toxic poisons known, the probability of any remaining
plutonium becoming airborne is extremely remote.

It could be argued that the risks of a future leak at
Hanford are minimal, and that present actions are adequate
to avertrisk to the environment and consequent health effects.
Any cleanup alternative would generate additional risk fac-
tors associated with exposing unknown wastes to the air, the
workers to the wastes, or moving wastes from one tank to
another. These new risks could have negative consequences
far greater than leaving well enough alone. Practically speak-
ing, a rigorous monitoring program can identify problem areas
such as leaking tanks that would require intervention,

Every technology has benefits and costs associated with
it; its attractiveness depends on the probability and size of its
possible gains and losses. Studies illustrate that people have
difficulty thinking about and resolving the risks/payoffs in-
volved even in simple gambles (6). When confronted with
uncertainty, people often try to reduce the resulting anxiety by
denying the uncertainty. This type of denial is illustrated by
the case of people faced with the possibility of a severe flood
at infrequent intervals. Some people deny (7) that a flcod
could recur in their area, despite experts’ assessment of an-
other flood being likely within a statistically probable period
of time (e.g., a "100-year flood"). Unfortunately, many take this
to mean a major flood cannot recur before many years have
gone by; however, a second "100-year flood" is equally likely
during any of the years in that 100-year period. The problem
is compounded when people place confidence in flood control
dams and reservoirs, building their homes in flood plains at
higher densities, which makes likely even greater losses in a
catastrophic failure of these systems than before the flood
control was initiated.

The way some people deal with uncertainty is to attempt
to outlaw the risk. Hence, we see "de minimus" standards for
waste disposal systems, rather than objective approaches to
the risks and benefits of all options under consideration. It
must be remembered that risk can not be eliminated as a
factor in technological decision-making. In trying to avoid a
known, well-publicized risk, we may expose ourselves to a
greater, lesser known risk. The only way to achieve maximum
societal benefits is to make objective, scientifically-informed
decisions about issues involving technological risk tradeoffs.

DECISION THEORY

Decision theory is one approach to try to objectify the
human decision process. A way of dealing with uncertainty
that does not use probabilities is to place the payoffs in an
action consequence matrix (Fig. 1). Payoffs can be either
positive (gain) or negative (loss) depending on the actions
taken and the states of nature. For example, the action of
purchasing shares of a given stock can result in a loss or a gain

depending on the stock market.
CONSEQUENCE 1| .. |[CONSEQUENCE m
_ACTION 1 payoff 1,1 payoff 1,m
ACTION n payoff n,1 payoff n,m

Fig. 1. Action-consequence matrix.

Once the considerable task of building the matrix is com-
pleted, the decision maker uses a pre-determined rule reflect-
ing his/her or society’s ethical values to select the "best" action.
Two of the most commonly used rules are to choose the action
that (1) minimizes the minimum loss (mini-min), or (2) max-
imizes the maximum gain (maxi-max) (8).

In general, Rule (1) is used by environmentalists on the
basis of their perception of equity (i.e., spare no expense to
achieve zero pollution and/or health risk). Rule (2) is the
perceived stance of industry (i.e., wanting to maximize profit-
ability of operations, often with little regard for the environ-
ment or public health).

A second approach, often ignored, is to use a regret
matrix which includes factors such as the cost of a lost oppor-
tunity and lives shortened as well as potential profits. The
regret can be negative (representing a gain) or positive (rep-
resenting a loss). Then the decision rule is to choose the action
that minimizes the maximum regret (mini-max). In this way,
the decision more closely resembles the public’s approach to
everyday decisions, ("...gee, I could have had a V-8").

An example of regret can be found in long-range planning
for nuclear energy production. Lacking a commitment to a
breeder reactor program, our uranium reserves will be de-
pleted in about fifty years. With breeder reactors we could
have extended our nuclear fuel for thousands of years. This
would have gained us the additional benefits of energy inde-
pendence, as well as possible benefits affecting foreign policy
in the mid-east (possible risk of war). A bonus would be the
reduction of negative health effects from mining uranium
since we have about a 200-year supply of U-238 that is already
mined and in storage (1).

There is no best decision rule, since it depends on the
values of the decision maker. The way decision theory reflects
the values held by the decision maker is to use probabilities to
develop what are called utility functions. These are fit to the
decision maker’s preferences by the employment of lotteries.
An example of a lottery is a weekly pool of 100 people, each
contributing a penny with one person winning the dollar. Each
participant has a one per cent chance of winning a dollar
versus a 99 per cent chance of losing one cent. The expected
value of this lottery is therefore zero. This means that this
lottery (a truly fair lottery), would allow one individual each
week to have a whole dollar to spend at a minimal cost to the
others. Eventually, everyone would be expected to win the
dollar once. This would be represented symbolically by Fig. 2.
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An interesting contrast of two lotteries that express dif-
ferent ethical approaches to the same practical value are
represented by Fig. 3 (9).

For both approaches, we assume an even chance (50/50)
of a positive outcome for each of two people. In the first
lottery, called the equity approach, it is agreed that either both
will win or neither will win. This approach is mirrored in public
thinking about technological processes, reflecting the public’s
insistence that a technology under consideration endanger no
one. No technology for generating power or managing wastes
is risk-free; choices between alternatives require balancing
trade-offs between groups. If an equity approach to energy
production is adopted then the loss (minus L1, minus L.2)
could result in a major decrease in the standard of living for
everyone (13).

In the conservative or "hedging" approach, it is agreed
that one party will win and the other party will lose under
either circumstance. This approach is reflected in the concept
of hazardous duty pay. From the perspective of making deci-
sions using expected value, both these approaches are equal.
It is the ethical perception which influences decision makers
to choose one over the other. It is therefore very important to
consider the whole problem in the process of evaluation.

The view of the whole problem can be accomplished by
using vector valued utility functions instead of single valued
utility functions (10,11,12) in decision trees. The vector valued
approach allows the risk assessor to make decisions based on
the effects the decision will have on the quality of life. Another
advantage is that the decision tree can be used as a communi-
cation tool showing the public the entire problem, not just an
expected value result. An example of such a decision is de-
picted by the partial decision tree in Fig. 4.

A difficulty in solving and communicating complex prob-
lems is fully understanding the problem. The decision-the-

Expected I Odds I Payoff

+$.99 (=$1.00-$.01)

.01
.99 -$.01

Fig. 2. A truly fair lottery.

Expected | QOdds | Payoff
5 (W1,W2)
wO—__
5 (-L1,-L2)
S5(W1-L1,W2-L2) ~
(W1,-L2)

.5
o O
5 (-L1,W2)

Fig. 3. Lotteries: a) equity; b) conservative.

oretic tools presented above are methods for gaining this
understanding (even if the formal solution techniques are
never applied). Communicating this understanding to the
public is one of the major challenges of the risk analyst.

RISK ASSESSMENT

The way to determine the probabilities needed in a deci-
sion tree is through risk analysis. Risk is defined as the ex-
pected frequency of undesirable effects resulting from
exposure to an agent. Risk assessment is the process of assign-
ing magnitudes and probabilities to the adverse effects result-
ing from human activities or natural events (13).

There are three steps in a risk assessment: 1. hazard
identification, 2. hazard evaluation, and 3. risk evaluation.
Before a risk can be assessed, someone must decide there is
a risk. The domain of the risk communicator is the public
perception of risk. The public perceives risk based on a num-
ber of factors that have been identified in risk communication
literature (6,7). Among these are their personal experience,
accounts of others’ experiences, and what they most fre-
quently hear about given risks. Further affecting public per-
ception of risk is the public’s desire for certainty.

An important factor in public perception of risk is that
technological risk is perceived differently from an equivalent
natural risk. For example, pesticide residues, representing a
technological risk, are viewed to be more dangerous than the
identical hazardous chemicals which may occur naturally in
some foods. To illustrate, FDA requires "de minimus" residue
levels in foods treated with pesticides containing cyanide,
while sodium cyanide occurs naturally in almonds and lima
beans at higher levels than those standards.

Figures 5 and 6 depict the relationship between the public
perception of technologically-derived risks versus its percep-
tion of naturally-derived risks. As the actual risk (quantifiable
by experts) increases or decreases, the perception of risk
assessment experts tends to correlate with actual risk, while
the public perception tends to exaggerate technological risks
while ignoring natural risks. For example, many people would
forego a diagnostic chest x-ray to avoid radiation exposure,
but would not give a second thought to the "natural” radiation
incurred during a transatlantic flight (6).

Another heuristic that helps explain differences in risk
perception is called availability (7). The idea is that an event
is judged as more likely if instances of it are easy to imagine
or recall. Availability also can be affected by a recent disaster
or a vivid film such as The China Syndrome,

In the public arena the availability heuristic may have
several effects. The public bias due to memorability or im-
aginability may create barriers to open, objective discussions
of risk, For example, a risk communicator may present infor-
mation on an underground waste storage technology by using
a fault tree depicting many low probability pathways that
could lead to a system failure and environmental release.
Despite the fact that compounded small probabilities further
reduce overall risk, the public may come away with the per-
ception, "I didn’t realize there were so many things that could
go wrong." The very discussion of any low-probability, high
magnitude hazard may increase the public perception of its
likelihood regardless of what the scientific evidence indicates
(7). Figure 7 depicts the public misconception that high
magnitude events are as likely to occur as low magnitude
events, when in fact the opposite is true.
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Fig. 4. Quality of life decision tree (Which source of energy to use to maintain current standard of living?).

In evaluating an identified hazard, risk assessors cannot
identify the effects of low dose exposures to hazardous agents.
They must use high dose animal experiments to determine the
dose response curve as shown in Fig. 8. This is then extrapo-
lated for low doses using one of three models. The risk asses-
sor uses the concept of acceptable risk to determine the range
for a virtual safe dose (VSD) as shown in Fig. 9. The risk
assessor picks one of the models, frequently the sublinear
curve (because the body can often repair minor damage re-
sulting from exposure to an agent) and performs a curve fit to
complete the high dose curve (see Fig. 10).

Figure 10 also depicts the public’s perception of dose
response. From news stories and observations it is obvious
that the public generally believes that if a negative response
can occur at a high dose level, then it is equally probable at a
low dose level. In a natural defensive reaction, the public does
not understand the need for risk managers to employ the
concept of acceptable risk if they are to make objective and
balanced decisions regarding technological risks.
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Fig. 5. Technological nsk.

To complete the risk assessment, the risk of the hazard
must be evaluated and compared to the risks of other alterna-
tives, including the status quo option, in order to allocate
limited funds for courses of action which minimize the public’s
danger. Decision trees, although often overlooked by risk
assessors, can be one of the most effective tools for presenting
to the public a full understanding of the problem. The risk
assessor can use such tools to see the problem more objec-
tively and so obtain a better formulation. The challenge is to
effectively communicate this formulation to the public.

One disadvantage of decision theoretic approaches is that
the risk assessor and the public have different perceptions of
the cost of risk reduction (see Fig. 11). While the public
believes zero risk is obtainable at low cost, the risk assessor
realizes that costs often increase astronomically in attempting
to reach even acceptable risk levels.

Another disadvantage of decision theoretic approaches
is that the public inherently distrusts risk comparisons that
stress acceptability of risk (14). But risk comparisons are
required to balance risk and opportunity objectively. There
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Fig. 6. Natural risk.
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are always trade-offs in choosing between technological risks.
The risk assessor sees the trade-off between reducing poten-
tial risk to the public and increasing the actual risk to those
who must handle hazardous substances (see Fig. 12). To
resolve these conflicts, risk communicators should explain
how cost approaches infinity as risk reduction is carried to"de
minimus levels" and explain why appropriate risk comparisons
(don’t "compare oranges to apples”) are essential to reach an
objectively balanced decision.

The risk assessor combines the probability of an undesir-
able event with the magnitude of that event. To do this he
obtains a standard probability distribution. Any statistical
methodology can be used to obtain a probability distribution
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if sufficient data is available. If data is sparse, the triangular
distribution may be useful (15). Here, the statistical analyst
asks an expert to provide three points of likelihood: the min-
imum possible response, the maximum possible response, and
the most likely response. Given these three points, there is
only one triangular probability distribution which fits. In
cases of great uncertainty, techniques such as Bayesian meth-
ods (16) have been used. These methods allow the statistical
analyst to make a subjective guess of the distribution and
iterate it through a series of empirical observations to obtain
a valid distribution. Bayesian methods are the only statistical
techniques which allow the analyst to use all previously gath-
ered knowledge about the risks being studied.

Another family of statistical techniques for dealing with
a known risk are stochastic processes. Stochastic processes
are particularly well suited for deriving solutions to models of
the reliability of technological systems. From these models,
the analyst can determine the risk of failure of a system. If
failure involves the loss of life, then the analyst can estimate
the cost of saving a life (a typical measure of risk in current
literature). As a demonstration of this technique, let’s exam-
ine the following scenario.

There is an isolated tropical island which has sufficient
rainfall to provide water for its current 200,000 inhabitants.
Census projections indicate that the population could grow to
300,000 in the near future if sufficient water could be found.
The government plans to purchase a de-salinization and water
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purification system for $40,000,000 which will provide water
for the additional 100,000 inhabitants.

This system can be in one of three states. It can be in full
operation (state 0), under minor repair (state 1), or under
major repair (state 2). Under state 1 (minor repair), the water
purification system is degraded with the result that some
inhabitants may get sick from dysentary. Under state 2 (major
repair), no water is produced with the result that 100,000
inhabitants will die if repairs are not made in a few weeks.
(This problem assumes total isolation of the island.)

The specifications of the system are that a minor failure
is expected to occur twice in a year, and a major failure is
expected to occur once in five years. If the system is in minor
failure, then the chance of a major failure increases to once a
year. A minor repair is expected to take 14 days and a major
repair is expected to take 90 days. Therefore, the chance of a
major failure must be minimized. An alternative is to buy a
second "stand-by" system at a total cost of $80,000,000, reduc-
ing the risk by increasing the probability that one system will
always be operating.

These problems can be modeled by what is known as a
Markov process (17). The single system problem is expressed
in the transition matrix shown in Table I,

From this transition matrix, a set of differential equations
(measures of change) can be derived describing the probabil-
ity of the system moving to a different state at any instant in
time. Since the decision makers are interested in the long-
range behavior of the system, the differential equations are
solved in steady state (simply put, the change in the probabil-
ities stops, that is, the differential equations equal zero) (18).
The chance at any given moment in time of finding the system
in each state is found in Table II.

This means that the expected number of deaths at any
time is 6,472. (Note that the system is slightly more apt to be
in state two than state one due to the longer repair time for
complete failure and also the compounding of probabilities.)
The alternative problem involving two systems has six states
as shown in Table 111

State 5 is the only state that could involve fatalities. The
problem is expressed by the transition matrix in Table IV.

Table V gives the steady state solution to the two machine
problem. This means that the expected number of deaths in
the dual system problem is 168. Therefore, the alternative
system has an expected value of 6,304 lives saved. The total
cost per life saved would be $6,345. Over the thirty year system

life, this comes out to $212 per life saved, a very small invest-
ment in risk avoidance.

To put risk avoidance costs in perspective, contrast this
example with industry plans to spend upwards of $1 billion to
vitrify HLW at West Valley, New York to avert an estimated
.01 deaths that could be eventually expected if the wastes
stored there were simply converted to concrete in situ (at a
cost of only $20 million). This corresponds to spending $100
billion per life saved. At the same time, our government is
turning down other risk reduction projects that could save a
life for every $100,000 invested (1). The public does not realize
there are such inconsistencies in our public policies on tech-
nological risk. If the public receives objective and complete
information on the true costs of risk reduction, they might well
decide to pursue a very different course on issues involving
energy production and waste management.

SUMMARY

This paper has attempted to present some of the statisti-
cal, decision theoretic, and modeling techniques which can
enhance the objectivity of decision making affecting techno-
logical risk management. These techniques are not only rec-
ommended for analysis and assessment, but also have value as
communication tools enhancing the public’s understanding of
complex issues. The public should be educated to understand
mathematical approaches to balancing risks and benefits so
that informed consent can be given to the policies of the
nation. The challenge to risk communicators is to present
these complexities in ways that are accessible to the average
citizen. Only then, can the ideals of a democratic society find

TABLE I
Single System Transition Matrix
State 0 State 1 State 2
State 0 1-.00603 00548 00055
State 2 01111 0 1-.01111
TABLE II
Chance of Finding Single System in a Particular State
State Probability

0 87596

1 05932

2 06472

TABLE III
State Definitions For Two Systems
State Condition

0 1 unit working, 1 unit standby

1 1 unit working, 1 unit minor repair

) 1 unit working, 1 unit major repair

3 2 units minor repair

4 1 unit minor repair, 1 unit major repair

5 2 units major repair
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TABLE IV
Two System Transition Matrix
State 0 State 1 State 2 State 3 State 4 State 5
State 0 1-.00603 00548 00055 0 0 0
State 1 07143 1-.07746 0 00548 00055 0
State 2 01111 0 1-.01714 0 00548 00055
State 3 0 14286 0 1-.14834 00548 0
State 4 0 01111 07143 0 1-.08528 00274
State S 0 0 02222 0 0 1-.02222
o TABLEV . 7. P. SLOVIC, B. FISCHHOFF, S. LIECHTENSTEIN,
Chance of Finding Two Systems in a Particular State "Rating the Risks: The Structure of Expert and Lay Per-
ceptions,” Risk in the Technological Society (ed. C.
State Probability Hohenemser, J. Kasperson), American Association for
the Advancement of Science Symposium 65, Westview
i 87959 Press (1982)
1 06735 8. W. MORRIS, "The Analysis of Management Decisions,”
2 04530 Revised Edition, Richard D. Irwin, Inc., Homewood, IL
3 -%gg (1964)
4 b 00168 9. R. KEENEY, "Siting Energy Facilities," Academic Press,
5 : New York (1980)

their true expression in a realized national policy which en-
sures the most equitable and efficient use of national re-
sources.
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